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Today Everything’s Connected — Like an Ecosystem

Your System is
attackable...
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_ When this Other System gets édbverted i) gt
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Global Oxygen Cycling on €arth

— = ‘Rlmosphare: |
m:H:ut-IiTg <37,000>
Burning Fozsil 3 fany? % “_:}? ,

L) L ey
T '

, Tarraitelal .~ :
= ‘,.-.-'E.:'...__!F_'f} hark Lved =217
=B | Surface e |, S04 ! :
{at W Mt Lot
it Owaa Y s [
: Watar " Terresksal A }5.

leng Lhred = 18>
L h b P -‘{M} J;{q-.-l.} E
arI-II'I-I'E

Régpiration of Hebératrophs,
Flres
(1] Grads Fiimary Froduction
ypen cpool Bxgr> 100 meln (20 Med Aeaplratec

Syl e {paod Mhined) 10t maled | yesr (3): M Prictsry Peadudlion = 3:2)



“Transpiration
2 i

Fessil-Fust | |/ o -
Combusbon | | / Carbon,
B Bitrago,
$ St

_ | Phasphgrus

; | in PLintg and

H,D —".'| Cinganisme

< Rspiration, .
. Dacompasdion |

plankban penslon

eI
Sullales,

e %
o | Phospne

" Nilrita, Disa
Organic Mator,

Phosphales H?T.,Dm P WJ

Bdubnon

Recyciing,
" T ue

.

| Doaan f
| Eadm'm&

TETTETYETTIT



STRATOSPHERE
5 5.k
BT T e s i e e i e 7o 0 T R e e I
Clhg
PHOTOSYNTHESIS
TROPOSFHERE
~ 16 km t0s £
GO CH,g OEFORESTATION
AND SUCCESSION
[ ENEY RESAAATION
FOSSIL FUEL e GOz J'f-f, figr
EMIGSHNG AGRICULTURAL . © jlrll y i iy
CHy coxversion | A CO, CHy P ;.".I'H !
a €0y o ARE
l|l -
. == ] WEATHE RiNG e
L '*‘ = =" n W ERD IﬁI:I
- 'y g -
- £l ﬂj
llll E',;:". L PYSI
: 5 X T
. ro a- DEAD CRAGANIC
MATTER
c
e
DECOMPOSITION
ellot
I DOATNWELLING RATION J’ﬁ Ca0y SELIMENTARY ROCKS
ﬁﬁpuﬁ ‘q:iq,-




Contaminants
and sediment
are filtered

Provides
critical wildlife
habitat

| A Cleaner water
- outflow

G’ifpundwajc:er
flow

A

Bacteria ’T‘i; \ - N B -
cgﬁzl:n?ﬁ ;:1?5 BN AN Sowreleasey -
N dlurated peat . of stored water | Strea

tores water 2858

=)

How wetlands work




Linkage with Fundamental Changes in Enterprise Security Initiatives

* Technical Interoperability. The ability for different technologies to ¢ icate and
exchange data based upon well defined and widely adopted interface standards.

* Policy Interoperability. Common business processes related to the transmission,
receipt, and acceptance of data among participants.

Within cybersecurity, all three types of interoperability are being enabled through an approach
that has been refined over the past decade by many in industry, academia, and government. It
is an information-oriented approach, generally referred to as [cyber] security content
automation and comprises the following elements. 2

* Enumerations. These are lists or catalogs of the fundamental entities of cybersecurity,
for example, cyber devices and software items (CPE); device and software
configurations (CCE); publicly known weaknesses in architecture, design, or code (CWE);
publicly known flaws or vulnerabilities (CVE); or publicly known attack patterns (CAPEC).
Enumerations enable semantic interoperability.

En ab l in g D is tribute d * Languages and Formats. These incorporate enumerations and support the creation of

machine-readable security state assertions, assessment results, audit logs, messages,
- » and reports. Examples include patterns associated with assets, configurations,
S e C urlty ln CYb ers p a C e vulnerabilities, and software patches (XCCDF & OVAL); security announcements (CAIF),
events (CEE), malware (MAEC); risk associated with vulnerability (CVSS), sensor
collection and correlation (ARF), and US-CERT security bulletins and incident reports
(NIEM). Languages and formats enable technical interoperability.

* Knowledge Repositories. These contain a broad collection of best practices,
benchmarks, profiles, standards, templates, checklists, tools, guidelines, rules, and
principles, among others. In many respects, knowledge repositories serve as the

B“ilding a Healthy and ReSilient Cybel' cybersecurity community “memory” and enable policy interoperability. Examples
= = = include Information Assurance Checklists housed on the National Checklist Program
ECOSYStem WIth Automated COI‘leCtlve ACtlon website (http://checklists nist.zov/), Department of Defense Security Technical

1 1
P

ation Guides (STIGs), and vendor guides.”

Figure 4 presents a history of U.S. Government supported security content automation efforts
along with projected achievements through 2014. Projections are based on current resourcing
and the interests of a largely volunteer and self-directed community. Figure 4 also illustrates
how standards build upon themselves to expand functionality over time (e.g., the expansion of
configuration management capabilities from desktops to networks).

™ See the Glozsary at the end of this paper for the full name of the various named standards.
March 23, 2011 12
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“Enabling Distributed Security in Cyberspace: Building a Healthy
and Resilient Cyber Ecosystem with Automated Collective Action”
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Ecosystem Areas Directly Enabled/Supported by
Enumerations/Languages
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el el Microsoft Security Bulletin MS10-071 - Critical: Cumulative Security Update for Internet Explorer (2360131) =)
op JQO L hup://www.microsoft.com/technet/security/Bulletin/M510-071.mspx WY ) e' ’Coogle Q

Qlick Here to Install Silverlight United States Change | All Microsoft Sites

Microsoft | TechNet sl Wiaitan a1 0| wes |
Techet Home TechCenters | Downloads | Techiet Program | Subscriptions | Security Buletins | Archive =)
Search for - TechNet Home > TechNet Security > Bulletins

— Microsoft Security Bulletin MS10-071 - Critical
| Security Bulletin Search 1' Cumulative Security Update for Internet Explorer (2360131)

Library | Published: October 12, 2010 Updated: October 13, 2010

Learn

Downloads | Version: 1.1

Support ‘

General Information

Executive Summary

This security update resolves seven privately reported vulnerabilities and three publicly disclosed vulnerabilities in Internet
Explorer. The most severe vulnerabilities could allow remote code execution if a user views a specially crafted Web page
using Internet Explorer. Users whose accounts are configured to have fewer user rights on the system could be less

w —

4 Top of section

@ Frequently Asked Questions (FAQ) Related to This Security Update

Vulnerability Information

@ Severity Ratings and Vulnerability Id
re Vulnerability - CVE-2010-0808
- CVE-2010-3243

- CVE-2010-3324

ation Disclosure Vulnerability - CVE-2010-3325
ion Vulnerability - CVE-2010-3326

isclosure Vulnerability - CVE-2010-3327
Uninitialized Memory Corruptipn Vulnerability - CVE-2010-3328
Uninitialized Memory CorruptiofN Vulnerability - CVE-2010-3329
Vulnerability - CVE-2010-3330
lity - CVE-2010-3331

o}

AutoComplete Information Discl
HTML Sanitization Vulnerabili
HTML Sanitization Vulnerabil
CSS Special Character Info
Uninitialized Memory Corru

Anchor Element Information

Cross-Domain Information Disclos

2 O B N O R I

Uninitialized Memory Corruption Vulne




Products and Services i Downloads = Store ; Support Education | Partners I About ~ Oracle Technology Network '- |

Oracle Technology Network Topics

Embedded

81 & Dats Warshousing Oracle Critical Patch Update Advisory - October 2010

-NET Description

AP A Critical Patch Update is a collection of patches for multiple security vuinerabilities. It also includes non-security fixes that are required
(because of interdependencies) by those security patches. Critical Patch Updates are cumulative, except as noted below, but each advisory

PHP describes only the security fixes added since the previous Cﬂﬁcﬂl Patch Update. Thus, prior Critical Patch Update Advisories should be

A OO led securitv ficas Ple refe

Oracle Database Server Risk Matrix

Package | Remote CVSS VERSION 2.0 RISK (see Risk Matrix Oefinitions) s e
andl/or Exploit P g
Component | Protocol (p.r Notes
Privilege without | Base | Access Access |Authen- |Confiden- Avail-
Required Auth.? |Score | Vector | Complexity |tication | tiality foxa o ability ':r.: : -' '.',d
CVE-2010-2390 m
(Oracle Enterprise 3 10.1.0.5, See
Manager Grid Console HTTP None Yes 7.5 |Network Low None Partial+ | Partial+ |Partial+ 10.2.0.3 N 1
Control)
L 10.1.0.5
Javg Virtual | Oracle ; . 10.2.0.4,
CVE-2010-2419 MAchine Net Create Session No 6.5 |Network Low Single | Partial+ | Panial+ |Partial+ 11.1.0.7,
11.2.0.1
Execute on
CVE-2010-1321 m’g:a" Data| Oracle | home cpc_ No 5.5 |Network Low single | Partial+ | Partial+ | None 2 Swee
ure Net Note 2
PUBLISH
CVE-2010-2412 ouke o:::a Create Session| No 55 |Network| Low Single | Partial+ | Pariate | None | 11107
10.1.0.5,
Execute on 3
CVE-2010-2415 |ChangqData| Oracle | ppys cpc No 4.9 |Network| Medium | Single | Partial+ | Parial+ | None s ot
Capjure Net PUBLISH 11.1.0.7,
11.2.0.1
Cle | Eraoveon See
CVE-2010-2411 | Job Queue SYS.DBMS_ No 46 |Network High Single | Partial+ | Parial+ |Parial+ -
Net Secin Note 2
10.1.0.5,
CVE-2010-2407 DK HTTP None Yes 4.3 |Network| Medium None None Partial | None 10.2.0.4,
11.1.0.7
Oracle 10.1.0.5,
CVE-2010-2391 ROBMS| “ € |Create Session No 3.6 |Network High Single | Partial | Partial | None s
CVE-2010-2389 Seach é
{Oracle Fusion Perl Net Local Logon No 1.0 Local High Single None Partial+ | None Note 2|
-




AAA rhn.redhat.com | Red Hat Support &

op 0 i http://rhn.redhat.com /errata/RHSA-2010-0723.html e Google Q)
@ rednat

Errata Log In About RHN

f Important: kernel security and bug fix update

Advisory: RHSA-2010:0723-1
Type: Security Advisory
Severity: Important
Issued on: 2010-09-29
Last updated on: 2010-09-29

Affected Products: Red Hat Enterprise Linux (v. 5 server)
Red Hat Enterprise Linux Desktop (v. 5 client)

thsa-20100723.xml

CVE-2010-1083
CVE-2010-2492
CVE-2010-2798
CVE-2010-2938
CVE-2010-2942
CVE-2010-2943
CVE-2010-301

CVEs (cve.mitre.org):
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http Nllts apple com!archlveslsecurlty-announce}ZOlOHAugfmngOOOO ht ﬁr v '

Mailing Lists

Apple Mailing Lists

("] Search only in security-announce list

[Date Prev][Date Next][Thread Prev][Thread Next][Date Index][Thread Index] [
APPLE-SA-2010-08-11-1 iOS 4.0.2 Update for iPhone and iPod touch

Subject: APPLE-SA-2010-08-11-1 iOS 4.0.2 Update for iPhone and iPod touch
From: Apple Product Security <email@hidden>

Date: Wed, 11 Aug 2010 12:19:43 -0700

Delivered-to: email@hidden

Delivered-to: email@hidden

=====BEGIN PGP SIGNED MESSAGE=====
Hash: SHAl

APPLE-S5A-2010-08-11~1 i0S 4.0.2 Update for iPhone and iPod touch

ios 4.0.2 update for iPhone and iPod touch is now available and
addresses the following:

eeType
CVE-ID: CVE-2010-1797
: e for: i ough 4.0.1 for iPhone 3G and later,
ios 2.1 through 4.0 for iPod touch (2nd generation) and later
Impact: Viewing a PDF document with maliciously crafted embedded
fonts may allow arbitrary code execution
Description: A stack buffer overflow exists in FreeType's handling

Af MPPT Ansadas MMiamingy s DNAT Aasmimant wibth maliaiAanalo Aavafhad e
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Vulnerability Type Trends:
A Look at the CVE List (2001 - 2007)
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Removing and Preventing the Vulnerabilities

Requires More Specific Definitions...CWEs

9

XSS
14

Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’) (79)

* Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS) (80)
Improper Neutralization of Script in an Error Message Web Page (81)

Improper Neutralization of Script in Attributes of IMG Tags in a Web Page (82)
Improper Neutralization of Script in Attributes in a Web Page (83)

Improper Neutralization of Encoded URI Schemes in a Web Page (84)

Doubled Character XSS Manipulations (85)

Improper Neutralization of Invalid Characters in Identifiers in Web Pages (86)
Improper Neutralization of Alternate XSS Syntax (87)

- buf
sqgl-inject
dot 19

—— php-include
infoleak

—— dos-malform
link
format-string
crypt
priv
perm
metachar
int-overflow

Improper Restriction of Operations within the Bounds of a Memory Buffer (119)
+ Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow’) (120)
* Write-what-where Condition (123)

* Out-of-bounds Read (125)

* Improper Handling of Length Parameter Inconsistency (130)
 Improper Validation of Array Index (129)

* Return of Pointer Value Outside of Expected Range (466)
* Access of Memory Location Before Start of Buffer (786)

» Access of Memory Location After End of Buffer (788)

» Buffer Access with Incorrect Length Value 805

* Untrusted Pointer Dereference (822)

* Use of Out-of-range Pointer Offset (823)

* Access of Uninitialized Pointer (824)

» Expired Pointer Dereference (825)

Path Traversal (22)
* Relative Path Traversal (23)
» Path Traversal: '..[filedir' (24)
» Path Traversal: '/../filedir' (25)
¢ <ememememeee- 8 more here -------------- >
* Path Traversal: "..../I' (34)
» Path Traversal: "...[...II" (35)
* Absolute Path Traversal (36)
+ Path Traversal: '/absolute/pathname/here’ (37)
+ Path Traversal: "\absolute\pathname\here’ (38)

» Path Traversal: 'C:dirname’ (39)
* Path Traversal: "\UNC\share\name\' (Windows UNC Share) (40)

™

© 2011 MITRE




Wouldn’t it be nice
if the weaknesses
In software were as
easy to spot and
their impact as
easy to understand
as a screen door in
a submarine...



Linkage with Fundamental Changes in Enterprise Security Initiatives

Enabling Distributed
Security in Cyberspace

Building a Healthy and Resilient Cyber
Ecosystem with Automated Collective Action

March 23, 2011

* Technical Interoperability. The ability for different tech giesto ¢ icate and
exchange data based upon well defined and widely adopted interface standards.

d to the tra

* Policy Interoperability. Common business processes rel
receipt, and acceptance of data among participants.

r

Within cybersecurity, all three types of interoperability are being enabled through an approach
that has been refined over the past decade by many in industry, academia, and government. It
is an information-oriented approach, generally referred to as [cyber] security content
automation and comprises the following elements. 2

* Enumerations. These are lists or catalogs of the fundamental entities of cybersecurity,
for example, cyber devices and software items (CPE); device and software
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T & o The Security Development Lifecycle - MSOB-078 and the SDL
| - o I | | L~ ] 1 -+ | &8 htutp://blogs.msdn.com/sdl/archive/2008/12/18/ms08-078-and-the-sdl.aspx GBS Q- Google

Welcorme to MSDN Blogs Sian in | Join | Help

I -

Racant Posts MSO8-078 and the SDL [Aaaax

Announcing CAT.NET CTP and Ant 5 Hi, Michael here.

Every bug is an opportunity to learn, and the security update that fixed the data binding bug that affected
Internet Explorer users is no exception.

The Common Vulnerabilities and Exposures (CVE) entry for this bug is CVE-2008-4844.

Before I get started, 1 want to explain the goals of the SDL and the security work here at Microsoft. The SDL is
Tags designed as a multi-layered process to help systemically reduce security vulnerabilities; if one component of
the SDL process fails to prevent or catch a bug, then some other component should prevent or catch the bug.
Crawl Walk Run The SDL also mandates the use of security defenses whose impact will be reflected in the "mitigations”
section of a security bulletin, because we know that no software development process will catch all security
SDL . bugs. As we have said many times, the goal of the SDL is to "Reduce vulnerabilities, and reduce the severity
- of what's missed.”

In this post, 1 want to focus on the SDL-required code analysis, code review, fuzzing and compiler and
operating system defenses and how they fared.
News Background

The bug was an invalid pointer dereference in MSHTML.DLL when the code handles data binding. It's
important to point out that there is no heap corruption and there is no heap-based buffer overrun!

threat modeling

When data binding is used, IE creates an object which contains an array of data binding objects. In the code
urity Briefings in gquestion, when a data binding aobject is released, the array length is not correctly updated leading to a
sruses C e rvtasr function call into freed memory.

L} 4 osoft —

ech Howard The vulnerable code looks a little like this (by the way, the real array name is _aryPXfer, but 1 figured
= Dat v sy ArrayOfObjectsFromlE is a little more descriptive for people not in the Internet Explorer team.)

Sr Vulnerability Research & int MaxlIdx = ArrayOfObjectsFromlE.Size()}-1;

for (int i=0; i == MaxIdx; i++) ({

3 if (lArrayOfObjectaFromIE[4i])

continue;

ArrayOfObjectaFromlE(i]->TransferFromSource();

)

Here's how the vulnerability manifests itself: if there are two data transfers with the same identifier (so
Maxldx is 2}, and the first transfer updates the length of the ArrayOfObjectsFromIE array when its work was
done and releases its data binding object, the loop count would still be whatever Maxldx was at the start of

the loop, 2.

This isja time-of -check-time-of -use (TOCTOU) bug that led to code calling into a freed memory block. The
Security Commpbn Weakness Enumeration (CWE) classification for this vulnerability is CWE-367.

;'. > i ) . T /‘m: was to check the maxi mum iteration count on each loop iteration rather than once before the loop
P Y. thaa ok Bl £ IO Tou b P L ale ke blne n ki e

a time-of-check-time-of-use (TOCTOU) bug that led to code calling into a freed memory block. The
n Weakness Enumeration (CWE) classification for this vulnerability is CWE-367.

TOCTOU issSues. e will U E Our Lraining BOAress Lhis.
= (3T 1T D OO
Aug YOl (32 Our static analysis tools don't find this because the tools would need to understand the re-entrant nature of
the code.

Jurse 2008 (4 Fuzz Testing




:ﬂm (e ) (e ) () (O FS hrep:/ cwe.mitre.org/datadefinitions/ 367.htmi m'

( itz 27 Common Weakness Enumeration
. A Community-Developed Dictionary of Software Weakness Types

Home > CWE List > CWE- Individual Dictionary Definition (1.10})

Search by ID: I ©

£ it | CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition
' Time-of-check Time-of-use (TOCTOU) Race Condition
Weakness ID: 367 fli'ﬂﬁ‘.\"lessﬂa_'ﬂ!) Status: Incomplete
r'— g 'nr-';iu— ﬂl'l —— — = - —_— e ——— e ——),

Description Summary

The software checks the state of a resource before using that resource, but the resource's state can change between the check
and the use in a way that invalidates the results of the check. This can cause the software to perform invalid actions when the
resource is in an unexpected state.

Extended Description

This weakness can be security-relevant when an attacker can influence the state of the resource between check and use. This
can happen with shared resources such as ﬂles, memow, or even variables in multithreaded programs.

e e . e e T e —— e g e — L — ———— | e — —

~ Alternate Terms

o B —— —

TOCTTOU: The TOCCTOU acronym expands to "Time Of Check To Time Of Use". Usage varies between TOCTOU and TOCTTOU.

'+ Time of Introduction o -
= Implementation

'~ Applicable Platforms -

Contact Us | Languages

seachivasie || Al
¥ Common Ea'ﬁﬁ?'ﬁin"iii
Access Control The attacker can gain access to otherwise unauthorized resources.
Access Control  Race conditions such as this kind may be employed to gain read or write access to resources which are not
Authorization normally readable or writable by the user in question.
Integrity The resource in guestion, or other resources (through the corrupted one), may be changed in undesirable ways
by a malicious user.
Accountability  If a file or other resource is written in this method, as opposed to in a valid way, logging of the activity may not
occur.
Non-Repudiation In some cases it may be possible to delete files a malicious user might not otherwise have access to, such as
log files.
D e e e ———————————————————————————————————————————————————

<fri



But you also needed to deal with the people that are
out there trying to take advantage of vulnerabilities
and weaknesses in your technologies, processes, or

practices...



...With defensive and
offensive security /&
capabilities.
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A o (4 ) W http:/ fcwe.mitre.org /data/definitions/89.html WY ‘R-'

( w Common Weakness Enumeration
-~ A Community-Developed Dictionary of Software Weakness Types

Home > CWE List > CWE- Individual Dictionary Definition {1.10) search by ID: [ ©

G CWE-89: Improper Neutralization of Special Elements used in an SQL
Full Dictionary View

reepmenvew | COMMand ('SQL Injection')

Research View

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’)
Weakness ID: BO (Weakness Basa) Status: Draft

¥ Description g >y

Description Summary

Community The software constructs all or part of an SQL command using externally-influenced input from an upstream component, but it
does not neutralize or incorrectly neutralizes special elements that could modify the intended SQL command when it is sent to a
downstream component.

Extended Description

Without sufficient removal or quoting of SQL syntax in user-controllable inputs, the generated SQL query can cause those inputs
to be interpreted as SQL instead of ordinary user data. This can be used to alter query logic to bypass security checks, or to
insert additional statements that modify the back-end database, possibly including execution of system commands.

SQL injection has become a common issue with database-driven web sites. The flaw is easily detected, and easily exploited, and
Compatibility as such, any site or software package with even a minimal user base is likely to be subject to an attempted attack of this kind.
Program This flaw depends on the fact that SQL makes no real distinction between the control and data planes.
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Rank lScorE ID Name

[1] [93.8 |CWE-89 |(Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection")
(21 833 |cwe-zs inmjzggi;;:]h]eutralization of Special Elements used in an 05 Command ('0S Command
[3] |(79.0 |CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

[4]_ 77.7 |CWE-79 (Improper Neutralization of Input During Web Page Generation ('Cross-site 5cripting‘)
_[5] .?5.9 CWE-306 |(Missing Authentication for Critical Function

[6] |76.8 |CWE-862 Missing Authorization

[7] |75.0 |CWE-798 |Use of Hard-coded Credentials

[B] |75.0 CWE-311I Missing Encryption of Sensitive Data

[9] |74.0 |CWE-434 |Unrestricted Upload of File with Dangerous Type

_[10] 73.8 |CWE-807 (Reliance on Untrusted Inputs in a Security Decision

[11] |73.1 |CWE-250 |Execution with Unnecessary Privileges

[12] |70.1 |CWE-352 |Cross-Site Request Forgery (CSRF)

.[13] IEQ.E CWE-22 i Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal')

[14] |68.5 |CWE-494 |Download of Code Without Integrity Check

[15] .ﬁ?,ﬂ CWE-863 |Incorrect Authorization
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IBM Software
Technical White Paper

One way to improve software security is to gain a better
understanding of the most common weaknesses that can
affect software security. With that in mind, there are many
resources available online to help organizations learn about

vulnerabilities.

Test and vulnerability assessment

Testing applications for security defects should be an integral and organic part of any
software testing process. During security testing, organizations should test to help ensure
that the security requiremenis have been implemented and the product is free of

The SEF refers to the MITRE Common Weakness Enumeration® (CWE) list and the Common

Vulnerability f
be tested. Th
information al
and vulnerabi

Resources available to help organizations protect systems in|

against the m|

Resource

Creating a se|

Focus plan includes

DoD Information Assurance
Certification and Accreditation
Process (DIACAR)

The DIACAP defines the minimum stand
accredited by the DoD and authorized tof
application-level security controls, but it |
activities, general tasks, and a managem

5 For more infor]
5 For more inford

Defense Information Systems
Agency (DISA)

10  Security in Development
The DISA provides a security technical inf

development that offer more granular Informererreespremer-orsoTwereTeverToTY
bility assessment technigues. The checklist is the same one used by DoD auditors.

.S, Department of Homeland
Security (DHS)

The DHS offers information on security best practices and tools for application- and soft}
part of its “Build Security In" initiative.

The Common Weaknasses
Enumeration project, a
community-based program
sponsored by the MITRE
Corporation, an |BM Business
Partner

The MITRE Corporation maintains the online common vulnerabilities and exposures (CVH
enumeration {CWE) knowledge bases about currently known vulnerabilties and types of
knowledge base focuses on packaged software and deals with patches and known wulr]
knowledge base focuses on code vulnerabiities.

The Open Web Application
Security Project (OWASP)

i One of the best sources for information on web appication security issues, the OWASrF:J

—

10 ligt of the most dangerous and mest commonly found and commonly exploited vl
how to igentify, fix and avoid them.

Cigital Building Security In
Maturity Mode! (BSIMM)

Created by Cigital, an IBM Business Partner, the BSIMM is designed to help organizatiof
and plan a software security initiative, The focus is on making apphcations more secure,
process and at [ater stages in the software life cycle.

IBM X-Force™ research and
development team

A global cyberthreat and risk analysis team that moniors traffic and attacks around the
[BM X-Force team is an excellent resource for trend analysis and answers 1o questions 4
attacks are most common, where they are coming from and what organizations can do
the nsks.

IBM Institute for Advanced
Security (IAS)

This companywide cybersecurity initiative applies |BM research, senvices, software and t
help governments and other clients improve the security and resilency of their [T and by

| | Investigating common development processes and

B Emphasizing security awareness and requirements

| Digcussing test and vulnerability
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Engineering Framework
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ABSTRACT

In order to peach the goals of the Information Security Adtomaion
Program (13AF) (1), we propose an omological approach w
capturing and utilizing the fundamental concepts in information
security and their relationship, setricving vulnerability data and
reasoning about the cause and impact of vulsersbilities. Our
oatology  for  volserability memspement (OVM) has  boen
popilated with all velnerabilities s NVD [2] with additional
inference  rules, knowledge representancs, and  data-mining
mechantems.  With  the  seamless  iotegration  of  common
valnerabilitics and thewr related concepts such as aitacks and
couatermeasuses, OVM provides a promising pathway to making
[SAP sucezssiul,

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks ] General [Secunty
and protection], K62 [Management of Computing and
Inforntation Systems]: Security and Protection;

General Terms
Omelogy, Security, Vilnerability Analysis and Masagement

Keywords
Security  vulnerability, Semantic  technology, Ontology,
Vulrerability analysis

1. INTRODUCTION

The Inforeation Security Automsation Program (ISAP) 12 a U8,
poverament malti-agency mitiative 1w enable snomation and
standardization of weclmical security operations [1]. fs bigh-level
poals include standards based anomation of sccurity checking and
remediation a5 well a5 autemation of techaieal  compliatce
activities. 15 low-level objeetives include enabling standasds
based communmication of vulnessbility data, customizing send
managing configuration baselines for vasios 1T  products,
asseasing information systems and reporting complianee slatus,
usehip  stamdasd memvics o weight and  agprepate  potestial

vulicrability impact, and resvedisting identified vulnerabilities [1].

Secure compuier sysiems ensure that confidentiality, imtegriny,
and availability are maintsned for oders, dats, and  ofler
information sssets. Over the past & few decades, a significantly
lagge amount of knowledge las been secumilated in the area of
informaton secusity. However, & Lot of conceps in infoomation
security are vaguely defined and soimetimes they bave different

Permission to muke digital or herd copies of all or part af this work for
persemal or classroom nse is granted without fee prmaded tha copses zme
rot made or disthuted for profit or commersiz] sdvantage and tha
copses bear this notice mmd the full cittios on the first page. To copy
otherwise, to repubizsh, to post o sevens or o redistrboie e S,
requines prior specifie- permission and/oe a foe.

CSIRW 09, April 13-15, Ok Ridge, Termessee, USA

Capymight © 2003 ACM 978-1-6055K-515-5 .. $5.00

semanties in different contents, casmne misundersiandmg smonge
slake holders due o the language ambiguity. On the other hand,
the standardization, design and development of security tools [1-
5] reguire @ sysesatic classifiearion and definstion of seeurty
comcepls and techniques. 1t is important o kave a cleardy defined
vocabulasy and standardized language as means o accuraiely
corpmuaicaie  systern vilacrability  information and  their
coitesmeasures among all the people involved. We beliove that
sernantic techrology m general, and ontology in pamicular, could
be a weefid ool for system ssewrity. Owr rescasch work has
confirmed this belief and this peper will repon some of our work
i thie area,

An emiology 5 & specification of copcepts and thesr relatioaship.
Ontolopy represents knowledge in a formal and stroctired fos,
Therefore, oniology provides a betics ool for commusnication,
reusability, and orgapization of knowledge. Omolopy 48 a
knowledpe represcmiation (KR) systiem besed on Description
Logies (DLs) [£], which is an umbrella game foe o family of KR
formalisms sepresenting knowledge in various demams. The DL
formalism specifies a knowledge domain as the “world” by firs
defining the relevant conceps of the domain, and then i ses
these concepts to spocify propertics of objects and individuaks
occurring in e domain [10-12] Semantic wehnobogies not only
provide a tool for commanication, but also a foundation for hugh-
level reasonimg and decision-making, Cnwlogy, in particalar,
provides the potential of formal logic inference based on well-
defined dats and knowledge bases. Omtology cagluses the
relatipnsltips  between collected data and wse the explieit
knowledge of concepts and relationships w0 deduce the implicit
and inbereat knowledge. As a matter of fact, a heavy-weght
omolegy could be defined as a formal logic systém, as it ineludes
facis and sules, concepls, concepl taxonombes, relationships,

H@ﬁ.uinnu and constrainis,

A vulnezability 5 a sccunty flaw, which anses from computes
systery design, implemenistion, maintenance, and operation.
Research in the ansa of valnerability analveis focuses on discovery
of previoasly unknown vulnerabilities and quantification of the
secunity of sysiems according to some metrics. Researchers at
MITRE havie provided a standard Forman for naming a seeanty
vulperability, called Common Vilperabilitics and Exposuses
[CVE) [14], whickh sesigne esch wolpershiliy 3 unigue
identification namber. We have designad a vulserability oatology
DVM (omology for vulncrability managernent) populsted with all
exmiing vilnersbdlities in WVD [2]. It supporis research on
reasoning  about  vobnerabilities  and  charscwrization  of
wilnerabilities and thedr mpact on computing systems, Vendoss
and users can wse our oatelogy in suppert of valnerability
analysis, wol developrment and salaerability manapesnenL

The rest of this peper i oganized as follows: Section 2 preseuts
the architectune of our (VM. Section 3 discusges how to populane
the OWVM with vulscrsbility insuaces from NWD and ether
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based on a body of knowledge that represents the complete set of concepts, terms
and activities that make up a professional domain. And absent such a body of
knowledge there is little basis for supporting a certification program. Indeed it
would be dangerous and misleading.

A complete body of knowledge covering the entire field of software engineering may
be years away. However, the body of knowledge needed by professionals to create
software free of common and critical security flaws has been developed, vetted
widely and kept up to date. That is the foundation for a certification program in
software assurance that can gain wide adoption. It was created in late 2008 by a
consortium of national experts, sponsored by DHS and NSA, and was updated in late
2009. It contains ranked lists of the most common errors, explanations of why the
errors are dangerous, examples of those errors in multiple languages, and ways of

eliminating those errors. It can be found at http://cwemitre.org/top23,

Any programmer who writes code without being aware of those problems and is not
capable of writing code free of those errors is a threat to his or her employers and to

r

others who use computers connected to systems running his or her software.

Ik

A complete body of knowledge covering the entire field of software engineering may
be years away. However, the body of knowledge needed by professionals to create
software free of common and critical security flaws has been developed, vetted
widely and kept up to date. That is the foundation for a certification program in
software assurance that can gain wide adoption. It was created in late 2008 by a
consortium of national experts, sponsored by DHS and NSA, and was updated in late
2009. It contains ranked lists of the most common errors, explanations of why the
errors are dangerous, examples of those errors in multiple languages, and ways of
eliminating those errors. It can be found at http://cwe.mitre.org/top25.

Any programmer who writes code without being aware of those problems and is not
capable of writing code free of those errors is a threat to his or her employers and to
others who use computers connected to systems running his or her software.

©2011 MITRE



The Certified Secure Software Lifecycle Professional (CSSLP) Certification Program

. c s s L P ‘EI will show software lifecycle stakeholders not only how to Implement security, but how to

glean securily requirements, design, architect, test and deploy secure software.

An Overview of the Steps:

(15C)* ® 5-day CSSLP CBK”® Education Program
Educate yourself and leamn security best practices and Industry standards for the software lifecycle through the CSSLP Education
Program.(ISC)* provides education your way ta fit your life and schedule.Completing this course will, not only teach all of the

‘ ' stablish a security plan across your
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Foreword

In 2008, the Software Assurance Forum for Excel-
lence in Code (SAFECode) published the first version
of this report in an effort ta help others in the
industry initiate or improve their own software
assurance programs and encourage the industry-
wide adoption of what we believe to be the most
fundamental secure development methods. This
work remains our most in-demand paper and has
been downloaded more than 50,000 times since its
original release.

However, secure software development is not only a
goal, it is also a process. In the nearly two and a half
years since we first released this paper, the process
of building secure software has continued to evolve
and improve alongside innovations and advance-
ments in the information and communications
technology industry. Much has been learned not
only through increased

bringing these methods together and sharing them
with the larger community, SAFECode hopes to

move the industry beyond defining theoretical best
practices to describing sets of software engineer-
ing practices that have been shown to improve

the security of software and are currently in use at
leading software companies. Using this approach

Uptake

enables SAFECode t

best md.c..mm.,m;/m The paper also contains two important, additional
sections for each listed practice that will further
increases its value to implementers—Common

and implementable even

and

taken into account.
Though expanded, o
remain-—keep it
What's New

This edition of
updated securfty practices that
during the Dfsign, Programming

but also through the ongoing internal efforts of
SAFECode’s member companies. This 2nd Edition
aims to help disseminate that new knowledge.

Just as with the original paper, this paper is not
meant to be a comprehensive guide to all possible
secure development practices. Rather, it is meant to
provide a foundational set of secure development
practices that have been effectivein improving
software security in real-world i by

ties of the
pﬂctiu:s/avl: been shown to by
X .

origingfl also covered Training, RY
Hangfing and Documentation, t
detailed treatment in SA

seaction \Neakness Enumeration (CWE) references and
Verification guidance.

$EISAFECode

%
10
Bae| Driving Secudtg and Integntg

prification planis a dir

sefurity engineering training/nd software integrity
the global supply chain,And thus we have refined
four focus in this paper tfconcentrate on the core
areas of design, devel ent and testing.

vailable that support the Threat Model-
ess with automated analysis of designs and

SAFECode members across their diverse develop-
ment environments.

It isimportant to note that these are the “practiced
practices” employed by SAFECade members, which
we identified through an ongoing analysis of our
members'individual software security efforts. By

The paper also copfains two important, additional
listed practice that will further
lue to implementers—Common

umeration (CWE) references and

sections for ea

SAFECode
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estions for possi ions, issue- ip#

kration and communication related to
less. Some practitioners have hopefl their Threat
eling process to the poinpfiere tools are used
#(as possible, raising the

itomate as much
latability of theprocess and providing another
of syggort with standard diagramming,

ion, integration with a threat database and

kases, and execution of recurring tasks.

CWE References

tive of the rg;
Threa del itself will serve as a clear ro)
cation, containing enough informati

each threat and mitigation can be verified

During verification, the Threat Model and

mitigated threats, as well as the annotatd

tectural diagrams, should also be made a
to testers in order to help define further

and refine the verification process. A revig

Threat Model and verification results shol
made an integral part of the activities
declare code complete.

of the Threat Model act

SAFECode
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Secure Software Development
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Development Practices in Use Today
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An le of a portion of a test plan derived from

Much of CWE focuses on implementation issues,
and Threat Modeling is a design-time event. There
are, however, a number of CWEs that are applicable
to the threat modeling process, indluding:
« CWE-287: Improper authentication is an example
of weakness that could be exploited by 3 Spoof-
ing threat

CWE-264: Permissions, Privileges, and Access
Controls is a parent weakness of many Tamper-
ing, Repudiation and Elevation of Privilege
threats

CWE-3m: Missing Encryption of Sensitive Data is
an example of an Information Disclosure threat

CWE-400: (uncontrolled resource consumption)
is one example of an unmitigated Denial of
Service threat

Il SAFECode

*| Driving Security and Integrity

a Threat Model could be:

Threat Design Mitigation ication
Identified  Element(s)
Session GuI Ensureran- | Collect session
Hijacking dom session | identifiers
identifiers of | overa number
appropriate | of sessions
length and examine
distribution and
length
Tampering | Process A Use SSLto Assert that
withdata |onserverto |ensurethat | communica-
intransit | ProcessBon | dataisn't tion cannot
client modified in | be established
transit without the use
of SSL
5

©2011 MITRE




AAA Code Review Introduction - OWASP =
" @ { 3] @ (Q ; http:/ fwww.owasp.org/index.php/Code_Review_Introduction le'f
Log In ™
The Open Web Application Security Project
Page: Discussion View sgUrce  HiBtony
Neviganion Code Review Introduction
¥ Home
b News y ; i Main ;
| DWASP Projects ««Code Review Guide History«« (Table of Contents) »»Preparations»
+ Downloads
+ Local Chapters Contents [hide]
| + Globa| Committees 1 Introduction
‘ # AppSec Job Board 1.1 Why Does Code Have Vulnerabilities?
! AppSec Conferences 1.2 What is Security Code Review?
‘ b Presentafions
I Videa
b Press
‘ b Get OWASP Books W/

b Get OWASP Gear
b Mailing Lists

b About DWASP

b Membership

Reference

b How To...
Principles
Threat Agents
b Attacks
Vulnerabilities
Controls
Activities
Technalogies
Glossary

b Code Snippets
b .NET Project
b Java Project

Language
I English
}  Espaifiol

Introduction
Code review is probably the single-mest effective technigue for identifying security flaws. When used together with automated tools and manual penetration testing, code review can significantly increase
the cost effectiveness of an application security verification effort.

This guide does not prescribe a process for performing a security code review. Rather, this guide focuses on the mechanics of reviewing code for certain vulnerabilities, and provides limited guidance on
how the effort should be structured and executed. OWASP intends to develop a more detailed process in a future version of this quide.

Manual security code review provides insight into the “real risk” associated with insecure code. This is the single most important value from a manual approach. A human reviewer can understand the

context for certain coding Eral:i:il:esi and make a serious risk estimate that accounts for both the likelihood of attack and the business imear.'t of a breach.

Why Does Code Have Vulnerabilities?

MITRE has catalegued zlmost 700 diffarent kinds of software weaknesses in their CWE project. These are all different ways that software developers can make mistakes that lead to insecurity. Every one
of these weaknesses is subtle and many are seriously kricky. Software developers are not taught about these weaknesses in school and most do not receive any training on the job about these problems.

These problems have become so important in recent years because we continue to increase connectivity and to add technologies ana protocols at a shocking rate. Our ability to invent technology has
seriously outstripped our ability to secure it. Many of the technologies in use today simply have not received any security scrutiny.

There are many reasons why businesses are not spending the appropriate amaunt of time on security, Ultimately, these reasons stem from an underlying problem in the software market. Because
software is essentially 2 black-box, it is extremely difficult to tell the difference between good code and insecure code. Without this visibility, buyers won't pay mare for secure code, and vendors would be
foolish to spend extra effort to produce secure code.

Mevertheless, we still frequently get pushback when we advocate for security code review, Here are some of the (unjustified) excuses that we hear for not putting more effort into security:

"We never get hacked (that I know of), we don't need security”
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| beripting Scripting (XSS) QS:ripting [X85)
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quest fargery Forgery (CORE) . Insufficient Data Protection Working
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ISO/IEC JTC 1/SC 27/WG 3, NWP

Refining Software Vulnerability Analysis Under ISO/IEC 15408
and ISO/IEC 18045
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- The way how th4 CAPEC and related CWE taxonomiesjare to be used by
the developer, which needs to consider and provide sufficient and effective

%

.,,.)j,z

"
—

.
X
%

mitigation to all applicable attacks and weaknesses.

- The way how the CAPEC and related CWE taxonomies are to be used by
the evaluator, which needs to consider all the applicable attack patterns and
be able to exploit all the related software weaknesses while performing the
subsequent AVA_VAN activities.

- How incomplete entries from the CAPEC are to be addressed during an
evaluation.

- How to incorporate to the evaluation attacks and weaknesses not included
in the CAPEC.

© 2011 MITRE



CWE Compatibility & Effectiveness Program

( launched Feb 2007)

CWE - CWE Compatibility

@ (_fh ://cwe.mitre.org/compatible/index.html [+ .""_' -~ Google
S5k : Aﬂ:‘ﬂnm Mil Home  Searchv ap/Ph/Weather/Travel v Bob's Bookmarks v CVEnOVAL~¥ OVAL shared SPA e * fSPA
WE Common Weakness Enumeration
£ * A community-developed dictionary of common software weaknesses
Filbme > CampeEbility — = - = " View the CWE List
Full Dictionary View QWE Egmggge!l!t_l m ibi Ity

SECURITY DATABASE KDM Analytics VERACODE FORTIFY
» technologies ~ SecurityReason Astyran Pte Ltd q G s

Secure Your Web Code OurR son Is Security

D
Kiooworle  IPARASOFT gy (7, SkillBride / Coveﬂt}f

@CENZIC @ GRAMI!A_TE_CE' ,S aﬂtECﬂCUUENUMICUN CfoplNCB (ISC)Z R@
IPA SofCheck IES = 4

s watCHIIRe 3 L ounce LAzs EB- cnuncn

- '- cigital
EPROA 11110 1 NGZEEE LDRA % ¢ Ulea——

ot samzamns Participating

All organizations participating in the CWE

cwe.mltre.orglcompatlble/

Compatibility and Effectiveness Program are TOTALS
listed below, including those with CWE- Organizations Participating: 31
Compatible Products and Services and those Products & Services: 53

with Declarations to Be CWE-Compatible.

Products are listed alphabetically by organization name:
© 2011 MITRE
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Coverity Data Sheet

Enumeration (CWE): Iava

¢) coverity’

Coverity Coverage for Common Weakness

CWE Coverage —
Implemented...

171 BAD_EQ
2 CHECKED_RETURN Coverity Data Sheet

GUARDED_BY_VIOLATION
INDIRECT_GUARDED_BY.

¢) coverity

CWE IDs mapped to Klocwork Java issue types - current

types

From current
CWE IDs mapped to Klocwork Java issue types

See also Detected Java Issues.

http:/Awww.klocwork.

CWE IDs mapped to Klocwork Java issue

366 VIOLATION
NON STATIC GUARDING STATIC .
oI s Coverity Coverage For Common Weakness
T [ O Enumeration (CWE): C/C++
BAD_OVERRIDE
DC.EXPLICIT DEPRECATION
c.ac [ r CWEID | Coverity Stat [ Checker De
MUTABLE _COMPARISON | Use of untrusted scalar value
398 MUTABLE HASHCODE TAINTED SCALAR Untrusted value as an argumer;(’i

Alter control flow

() CENZIC

www.cenzic.com | (866) 4-CENZIC (866-423-6942)

Cenzic Product Suite is CWE Compatible

Cenzic Hailstorm Enterprise ARC, Cenzic Hailstorm Professional and Cenzic ClickToSecure are
compatible with the CWE standard or Common Er ion as maintail by Mitre

poration. Web security results from the Hailstorm product suite are mapped to
the relevant CWE ID's providing users with additional information to classify and describe
common found in Web ications.

For additional details on CWE, please visit: http:/cwe.mitre.org/index.html

The following is a mapping between Cenzic's SmartAttacks and CWE ID's:

Cenzic

SmartAttack CWE ID/s
Name
1 Application CWE-388: Error Handling
xception
Application . .
2 Exception (WS) CWE-388: Error Handling
Application Path . 200- "
3 Disclosure CWE-200: Information Leak (rough match)
4 Authentication CWE-89: Failure to Sanitize Data into SQL Queries (aka
Bypass 'SQL Injection’) (rough match)
5 Authorization CWE-285: Missing or Inconsistent Access Control, CWE-425:
Boundary Direct Request (‘'Forced Browsing')
6 Blind SQL CWE-89: Failure to Sanitize Data into SQL Queries (aka
Injection 'SQL Injection’)
7 Blind SQL CWE-89: Failure to Sanitize Data into SQL Queries (aka
Injection (WS) 'SQL Injection’)
8 Browse HTTP CWE-200: Information Leak

from HTTPS List
9 Brute Force Login CWE-521: Weak Password Requirements
10 Buffer Overflow ~ CWE-120: Unbounded Transfer (‘Classic Buffer Overflow')

1" R;\‘ge)r Overflow CWE-120: Unbounded Transfer ('Classic Buffer Overflow')
12 Check Basic Auth  CWE-200: Information Leak
over HTTP
1 Check HTTP g}g:-ﬁsﬂ: Trusting HTTP Permission Methods on the Server
Methods !
Cenzic CWE Brochure | October 2009 1

rademarks of Cen
hied ae rademarks of G

Use of untrusted value
Use of untrusted string value
User pointer dereference
Out-ot-bounds access
Stray pointer arithmetic
COM bad conversion to BSTR
Overllowsd aray index write
Overflowed pointer write
Using invalid iterator
Hterator container mismatch
Splice iterator mismatch
Allocation size error
Out-of-bounds access
Out-of-bounds write
Out-of-bounds access
Out-of-bounds wiite
Argument cannot be negative

Gopy into fixed size buffer

Possible buffer overflow

Buffer overflow
Copy into fixed size buffer

Destination buffer too small

Unbounded source buffer

Destination butfer too small

Allocation too small for type

Arbitrary control of a resoury

Arbitrary code execution

Arbitrary code execution
Alter control flow
Read sensitive i i

CWE IDs mapped to Klocwork C and C++ issue types/ja -...

Klocwork

htp://w

CWE IDs mapped to Klocwork C and C++
issue typeslja

From current

< CWE IDs mapped to Klocwork C and C++ issue types
CWE IDs mapped to Klocwork C and C++ issue types/ja

Z DAt D% Detected C and C++ Issues.

Denial of service

Unauthorized code executis

Denial of service

10of7

(http://cwe.mitre.org
/data/definitions
/20.html)

CWE ID B
ABV.TAINTED RARFEAFICLBNY T 7 F—/N—20O—
20 SV.TAINTED.GENERIC RIEHEX F5] T — X DEMA

SV.TAINTED.ALLOC_SIZE X EUHIU X TIZHS BRIGEDEHD

SV.TAINTED.CALL.INDEX_ACCESS =BI#IF- U H U (CH 1 B RIRFE
BHORY A>TV TRELTOER

22
(http://cwe.mitre.org
/data/definitions

/22 html)

SV.CUDS MISSING_ABSOLUTE_PATH 7 77 )L DO — X T D4
INZDFMER

73
(http://cwe.mitre.org
/data/definitions
/73.html)

SV.CUDS.MISSING_ABSOLUTE_PATH 7 77 )LDO— N T D4t
INZDFRMER

74
(http://cwe.mitre.org
/data/definitions

/74 html)

SV.TAINTED.INJECTION OV N AY¥ 173

77
(http://cwe.mitre.org
/data/definitions

/77 html)

SV.CODE_INJECTION.SHELL_EXEC ¥/ T /LRIFTADITYY N 1~
D173y

78
(http://cwe.mitre.org
/data/definitions
/78.html)

NNTS.TAINTED sRigiE 1—FAANRADNY T 7 F—/\—-20—
- 3F NULL &30 55)
SV.TAINTED.INJECTION OV Y K A>T 723V

88
(http://cwe.mitre.org

SV.TAINTED.INJECTION YV R 4> 17>3Y
NNTS.TAINTED FK#EE I —SFANNRED/NNY T 7 F—/)N—270—

2/26/11 10:34 AM

escription

oes to native code

| tampering
tion

Working Directory
Stored XSS)

(Reflected XSS)

Stored XSS)
_(Reﬂected XSS)

information from the
nts

rms: validate method

rms: inconsistent validate

e Splitting

x used for array access

2/26/11 10:35 AM
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The Software Supply Chain

Office
Other >
Programs ” )

Csupptior L Global _|

Prime
Contractor

Outsource I

Develop
In-house

Acquire

Foreign
Location

Foreign
Developers

ol 1 S
7
" 4
| - .'

Develop
In-house

“Scope of Supplier Expansion and Foreign Involvement” graphic in DACS www.softwaretechnews.com Secure Software
Engineering, July 2005 article “Software Development Security: A Risk Management Perspective” synopsis of May 2004
GAO-04-678 report “Defense Acquisition: Knowledge of Software Suppliers Needed to Manage Risks” © 2011 MITRE
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Scoring Weaknesses Based on Context

Archetypes: - :

 Web Browser User Interface Vignettes: . :

. Web Servers 1._Web-based Retail Provider

« Application Servers 2./Intranet resident health

- Database Systems records management system
* Desktop Systems of hospital

« SSL

Web
Browser —_\»
Web
Browser
Web
Browser /
INTERNET

1 Router Web Application J Database
Servers Servers Systems
DMZ |
—1 1111 1 [ eldicgn
==l | [ [ | I
1
g Web Desktop Desktop Desktop Desktop
Application Servers Systems Systems Systems Systems
Servers Web Web — web Web
Browser Browser Browser Browser

MITRE

© 2011 MITRE



Description

E-Commerce

The use of the Internet or other computer networks for the sale of products and
services, typically using on-line capabilities.

Banking & Finance

Financial services, including banks, stock exchanges, brokers, investment companies,
financial advisors, and government regulatory agencies.

Health care, medical encoding and billing, patient information/data, critical or
emergency care, medical devices (implantable, partially embedded, patient care),

PublicHealt) drug development and distribution, food processing, clean water treatment and
distribution (including dams and processing facilities), etc.

E Smart Grid (electrical network through a large region, using digital technology for

nergy 857 . : e

monitoring or control), nuclear power stations, oil and gas transmission, etc.

Chemical Chemical processing and distribution, etc.

Manufacturing Plants and distribution channels, supply chain, etc.

Shipping & Aerospace systems (such as safety-critical ground aviation systems, on-board avionics,

Transportation etc), shipping systems, rail systems, etc.

National Security

National security systems (including networks and weapon systems), Defense
Industrial Base, etc.

Government and
Commercial
Security

Homeland Security systems, commercial security systems, etc.

Emergency Services

Systems and services that support first responders, incident management and
response, law enforcement, and emergency services for citizens, etc.

Telecommunications

Cellular services, land lines, VOIP, cable & fiber networks, etc.

Telecommuting &
Teleworking

Support for employees to have remote access to internal business networks and
capabilities.

eVoting

Electronic voting systems, as used within state-run elections, shareholder meetings,
etc.




Technology Group

Archetypes/Description

Web Applications

Web browser, web-server, web-based applications and services, etc.

Industrial Control

SCADA, process control system, etc.

Systems
Real-time, Embedded Device, Programmable logic controller, implanted medical devices,
Embedded Systems ||avionics package.
End-point Computing||Smart phone, laptop, personal digital assistant (PDA), and other remote devices that
Devices leave the enterprise and/or connect remotely to the enterprise.
Hosted applications or capabilities provided over the Internet, including Software-as-
Cloud Computing  [a-Service (Saa$S), Platform-as-a-Service (PaaS), and Infrastructure as a Service
(Iaa$).
Operating Systems ngeral-purpose 0S, virtualized QS, Real-time operating system (RTOS), hypervisor,
microkernel,
Enterprise Desktop

Applications/Systems

Office products such as word processing, spreadsheets, project management, etc.




Vignettes — Technology Groups & Business/Mission Domains

Business/Mission
Domains

Technology

Web
Applications

Real-Time
Embedded

Domain/
Systems Tech Gp
Control N

Systems

End-Point
Computing
Devices

Qammon Vignette for Technology Group

e

Database & Common Vignette for Technology Gr@

Storage Sys

Operating
Systems

Identity Mngt
Systems

Common Vignette for Domain

=
et

——/

Glanstie
for
Domain/

Computing

Common Weakness Risk Assessment Framework uses Vignettes with Archetypes to identify top CWEs in respective Domain/Technglggy (areups

Enterprise
Sys Apps

C




CWRAF-Level Technical Impacts

Modify data

Read data

DoS: unreliable execution

DoS: resource consumption

Execute unauthorized code or commands
Gain privileges / assume identity

Bypass protection mechanism

Hide activities

© 2011 MITRE



Technical Impact Scorecard

e Links business value with the technical
iImpact of weakness exploitation

e Stays away from technical details of
individual weaknesses

e Operates within the context of a vignette

© 2011 MITRE



Calculating CWSS Impact Weights

10 — Execute System Code .
6 — Read System Data Technical
3 — System Unstable Execution / mpact
2 — Network Resource consumption | Scorecard
1 — Read Application Data

CWE-y

System Unstable Execution
Read System Data

CWE-x
Execute System Code

Network Resource
Consumption

Read Application Data

Max (10, 2) / 10.0 Max (3, 6) / 10.0 Max (1) /10.0
1.0 0.6 0.1

MITRE © 2011 MITRE



Scoring Relevant Weaknesses using CWSS

Steps:
1. Establish weightings for the
vignette
2. CWSS scoring engine processes
each relevant CWE entry and
automatically scores the entry
based on vignette definition
3. CWE entries presented in °
priority order based on
vignette-driven CWSS scores
4. Organization now has its own Vignette

customized “Top N list” of .
G : Technical Impact CWE-89: 9.9
critical weaknesses for this e CWE-238: 9.2

vignette iE S

m“is"‘ CWE-45:
wE-T3 © &£
CWE-89 .. Scoring CWE-482: 3.1
Engine e CWE-754: 0.0
CWE-73: 0.0

Step 1 is only done once — the rest is automatic

MITRE ©2011 MITRE



Scoring Weaknesses Discovered in Code using CWSS

Steps:
Source 1. Establish weightings for the
Code vignette
2. Run code through analysis tool(s)

3. Tools produce report of CWE's

Analysis found in code

4. CWSS scoring engine
automatically scores each CWE
based on vignette definition

5. Go to step 2 for each piece of
code applicable to this vignette

Vignette
Technical Impact
Scorecard

Line - Line 212: CWE-9: 9.9
Line 2 Line 72: CWE-84: 7.9
Line . ° Line 23: CWE-109: :
Line Line 213: CWE-754: 0.0

Engine

MITRE Step 1 is only done once — the rest is automatic



Exercise: Build a Vignhette - Create
Technical Scorecard 2> Get “our” Top 25

CWRAF-Level Technical Impacts

Weights Impacts
1<»>10 Modify data
110 Read data
1<>10 DoS: unreliable execution
1<>10 DoS: resource consumption
1<>10 Execute unauthorized code or commands VIG N ETTE
1<>10 Gain privileges / assume identity
1<>10 Bypass protection mechanism
1<>10 Hide activities

© 2011 MITRE



CWSS for a Technology Group

Web Application Technology Group Top 10 List

CWE Top 10 List for Web Applications can be used to:

* Identify skill and training needs for your web team
* Include in T's & C’s for contracting for web development
* ldentify tool capability needs to support web assessment

© 2011 MITRE



Relationships between CWRAF, CWSS, and CWE

Provides Vignettes
(technical &
business context)
to specify relevant,

applicable CWE
IDs

CWE 79 CWE 22

CWE 120 CWE 89 Provides | 5§

CWE 78 CWE 311 results in
CWE 285 prioritized
CWE 352 CWE 807 lists '. .jf‘_l'..

CWE 434 of relevant
CWE |Ds for

Note: CWSS can be used in the context of CWRAF; specific |
but it is not a requirement. Vignettes |
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Contact Info

cwss@mitre.org

cwe@mitre.org
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